
Promises of bonuses, 
refunds, commissions, or 
unclaimed benefits

Common Red Flags

Calls asking for OTPs, passwords, 
PAN, Aadhaar, bank details, 
or UPI PIN

Requests to transfer money to 
personal bank accounts 
or UPI Ids

Pressure to act immediately 
because an o�er is 
"expiring today”

Messages containing 
suspicious links or look-alike 
websites

O�ers that sound too good 
to be true

Verify Before 
You Trust

Always check the identity of agents, 

representatives, and callers before 

sharing any information.

Use O�icial 
Channels Only

Make payments only through authorized 

company platforms, branches, 

or approved payment modes.

Protect Personal 
Information

Never share OTPs, passwords, UPI PINs, 

login credentials, or sensitive 

documents with anyone.

Stay Safe
Simple steps to protect yourself

If You Suspect Fraud

Stop all communication immediately.01

Do not share any additional information.02

Save screenshots, messages, call details, and 
transaction records.

03

Contact our customer service team through 
o�icial channels.

04

Think Before 
You Click. 

Verify Before 
You Pay.

Stay Alert. Stay Secure. Stay Insured.

FRAUD AWARENESS

Stay Alert
Stay Protected.
Don’t let Fraudsters steal your information

Fraudsters may pretend to be insurance agents, company 
representatives, regulators, or even customer service 
executives. Their goal is simple: steal your money, personal 
information, or policy details.

Fake Calls

Personal
data requests

Suspicious
Links

Instant
O�ers

Ask you to surrender an existing 

policy for "special benefits”

Ask for your 

OTP or password

Request premium payments 

into personal accounts

Guarantee unrealistic 

returns or bonus payouts
Charge fees to release policy 

benefits or claims

Remember, We Will Never

Watch out for these 
common fraud tactics
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